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ISO (the International Organization for Standardization) is a worldwide federation of national
standards bodies (ISO member bodies). The work of preparing International Standards is
normally carried out through ISO technical committees. Each member body interested in a
subject for which a technical committee has been established has the right to be represented on
that committee. International organizations, governmental and non-governmental, in liaison
with IS0, also take part in the work. ISO collaborates closely with the International
Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.
EFrRAERELR (1S0) BERFENAN (IS0 BLRAYM) HWEIREKE. 1SO KAZRZBHEK
BHEERRENLE. NERIRAZRSWREARXBNEN R RAVMEBENEZEZRS
FRHEAR. 5150 RENERAR . BRFNEBNAR/TS5XETE, 1SO SEFBEIE
A% (ECQ)EFA B LinENTEBYIEE.

The procedures used to develop this document and those intended for its further maintenance
are described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria
needed for the different types of ISO documents should be noted. This document was drafted in
accordance with the editorial rules of the ISO/IEC Directives, Part 2 (see
www.iso.org/directives).
ISO/IEC SNZE 1 Fo R T BT R EAENEFNEBTH-SRENERF. HiI-, H
ERAREKEM IS0 XHETRI AR EHMIE, A ERYE ISO/IEC SNE 2 Ho RSN
TieBE R (&% www.iso.org/directives) .

Attention is drawn to the possibility that some of the elements of this document may be the
subject of patent rights. ISO shall not be held responsible for identifying any or all such patent
rights. Details of any patent rights identified during the development of the document will be in

the Introduction and/or on the ISO list of patent declarations received (see

Www.iso.org/patents).
BIR, AXMHNREERNRTRES TN R . 1SO RATTIRFNETH AL L ZFIN. K

FRESGR B R E A EFNNIFERE SR B RESISH (5) KRR IS0 TR ERFIRF (&
%] www.ISO.org/patents) ,

Any trade name used in this document is information given for the convenience of users and

does not constitute an endorsement.

FREREANEARRBRERATEEMAMREHRONES, TERNEZF.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to
the World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see

www.iso.org/iso/foreword.html.

©1S0 2022 - All rights reserved WAL, RN 5T 4
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BRIVENBREMOMBE. SEMITERXH IS0 FEARBMIEFMNE N, MUEH X IS0 &
ARME 582 (TBT) R ETHARZERWTO)RUMNES, S

www.iso.org/iso/foreword.html,

This document was prepared by Technical Committee ISO/TC 292, Security and resilience.

AARAER 1SO/TC 292 RE MM MR AZ RS HIE

This second edition cancels and replaces the first edition (ISO 28000:2007), which has been
technically revised, but maintains existing requirements to provide continuity for organizations
using the previous edition. The main changes are as follows:
RIS ZARBUBFFBUR T 8 —AiRk (IS0 28000:2007) , E—IRELITHEAETT, ERETA
ALRMPES M ERE—RNER. EBRUDT:

— recommendations on principles have been added in Clause 4 to give better coordination
with ISO 31000;

B 4 BRIEMT X TFRUAEIN, MUESFHEIA 1S031000;
— recommendations have been added in Clause 8 for better consistency with ISO 22301,
facilitating integration including:

AT EHFMS 150 22301 fRIFFIATT, 75 8 TRARM T —LEEW, NEHES, 8
—  security strategies, procedures, processes and treatments;

ZERE. B, REMLGE,
—  security plans.

ZET

Any feedback or questions on this document should be directed to the user’s national standards

body. A complete listing of these bodies can be found at www.iso.org/members.html.
RFAARAR R IR OB E R %G AP ENERIRENE, XEERTENTES]
%, 1% %) www.iso.org/members.html,
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Introduction 3=

Most organizations are experiencing an increasing uncertainty and volatility in the security
environment. As a consequence, they face security issues that impact on their objectives, which
they want to address systematically within their management system. A formal approach to
security management can contribute directly to the business capability and credibility of the
organization.
REFARHELENIEFRFEBRBELZNAHEMTES M. Fit, RiEEETmE
BERFRNRERE, FEAETEARARGHAAXLRER, EXNReEEITEATINERRET
AN SN TEE.

This document specifies requirements for a security management system, including those
aspects critical to the security assurance of the supply chain. It requires the organization to:
KVERE T REEERFNER, BRENREHEEZEEXREENER. TRAR:
—  assess the security environment in which it operates including its supply chain (including
dependencies and interdependencies);
THEIZEMNT IR, BREMtNsE (BREBRAMBELRBRR) |
—  determine if adequate security measures are in place to effectively manage
security-related risks;
PEREH EBNELEHRRENEELEERAINE;
— manage compliance with statutory, regulatory and voluntary obligations to which the
organization subscribes;
EIRALNEEEMFBBXSHETFIER,
—  align security processes and controls, including the relevant upstream and downstream
processes and controls of the supply chain to meet the organization’s objectives.
HERedEMERER, SEEHNFERXN DENTRdENESEE, WHEHER
FRER.

Security management is linked to many aspects of business management. They include all
activities controlled or influenced by organizations, including but not limited to those that
impact on the supply chain. All activities, functions and operations should be considered that
have an impact on the security management of the organization including (but not limited to) its
supply chain.

L EESVESEENFSZTEMBAXEK, BE T XEAREFSZWNAE RS, SIFERERRT
TR EAER . EEERNARNREBERYMNREIEs). REMEZER, 8% (B
RERT) HEE%E.

With regard to the supply chain, it has to be considered that supply chains are dynamic in nature.

Therefore, some organizations managing multiple supply chains may look to their providers to

©1S0 2022 - All rights reserved WAL, RN 5T 6
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meet related security standards as a condition of being included in that supply chain in order to

meet requirements for security management.

KTV,

DI RENEAR 2. Fit,

—LEEZ M ENAR T RE A

NEHERXLEE FEAMANZHEENFS, WHEXEEENEK.

This document applies the Plan-Do-Check-Act (PDCA) model to planning, establishing,

implementing, operating, monitoring, reviewing, maintaining and continually improving the

effectiveness of an organization’s security management system, see Table 1 and Figure 1.

AAVERITR-Ehe-1eE-4 B (PDCA) RN AFRU.

By, XK. Ef7. B, WE. R

BHFEEuH AR L EEARNERN, THKR 1A 1
Table 1 — Explanation of the PDCA model
# 1: PDCA =B BR

Plan Establish security policy, objectives, targets, controls, processes
(Establish) and procedures relevant to improving security in order to deliver
KX results that align with the organization’s overall policies and
(1) objectives.

By SRAREMRNZETIE. BIR. fBir. BHHEE. dEM

EF, WEISHATTEHMBMEFFNER.
Do Implement and operate the security policy, controls, processes and

(Implement and operate)

procedures.

Kt SEMIZfTRETE. BHER. DREMNEF.
(SLHEFETT)
Check Monitor and review performance against security policy and

(Monitor and review)

wE

objectives, report the results to management for review, and

determine and authorize actions for remediation and improvement.

(BHAIER) RIELETEHER, BUMNKESRN, $ERRELEERITH,
FH A E AR BANAN 2 48
Act Maintain and improve the security management system by taking

(Maintain and improve)
WE
(RFFFNREH)

corrective action, based on the results of management review and
reappraising the scope of the security management system and
security policy and objectives.

RIEEEITFHNER, BYXBYERER, ®REHSHRE
R, FEMMLZREEEEAREE. RETHMER.

SEIEE

©1S0 2022 - All rights reserved WAL, RN 5T 7
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Cnafn D

Clause 4: .
Context of the (l:,llaalll]ﬁl?'
organization &

Plan
2] Do,
: Clause 5: Clause 7: Clause 8:
im(iaorl(])?rrel;ﬂn Leadership] [ Support
10: 45 80t 8:161T

9. KT AN
Clause 9:

Performance
evaluation

Figure 1 — PDCA model applied to the security management system

B 1: PDCARBAREERRFEHTHNA

This ensures a degree of consistency with other management system standards, such as [SO
9001, IS0 14001, IS0 22301, ISO/IEC 27001, ISO 45001, etc., thereby supporting consistent and
integrated implementation and operation with related management systems.

AAVERRS A EBARIOEE— SR E LA, 40 1S0 9001, IS0 14001, IS0 22301,
1SO/IEC 27001, 1S0 45001 %, M40 BEAR MG A — AL SRS,

For organizations that so wish, conformity of the security management system to this document

may be verified by an external or internal auditing process.

NHTABRRNALR, TBRIIMPIAREFZIERIIREEERRAZETERTE.

© IS0 2022 - All rights reserved FRAUHTA, 12K 7T 8
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Security and resilience — Security management systems — Requirements

ZEMPM—LEEEERR—EK
1 Scope Sz

This document specifies requirements for a security management system, including aspects

relevant to the supply chain.

FIERE T REBEARNER, SRESHEEAXNEK.

This document is applicable to all types and sizes of organizations (e.g. commercial enterprises,
government or other public agencies and non-profit organizations) which intend to establish,
implement, maintain and improve a security management system. It provides a holistic and
common approach and is not industry or sector specific.

AEBEATIES . K. RIFNSOALT S EEARNAERBTARNER (WAFkdr.
B HMAHYMMIEEMALR) . ERHT —MEEMNBANTTE MAZRNERTHEE
AT AR .

This document can be used throughout the life of the organization and can be applied to any

activity, internal or external, at all levels.

FVEEARNEEREHTER, FETEATEERARSIMBOEEES).

2 Normative references ¥i3g 14 8| B34

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition cited
applies. For undated references, the latest edition of the referenced document (including any
amendments) applies.

THXHRYAFRE RS HMERAIREL AT DRER. B, ERHNSIA
X, OZBEEAXNARARERTAXM, NERIANSIAXHE, H&fRAR (BRFEnE
BE) ERTARE.

[SO 22300, Security and resilience — Vocabulary

1S0 22300, ZEHM#M AKNiE

3 Terms and definitions AKiEFIE X

©1S0 2022 - All rights reserved WAL, RN 5T 10
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For the purposes of this document, the terms and definitions given in ISO 22300 and the
following apply. ISO and IEC maintain terminological databases for use in standardization at the
following addresses:
150 22300 & X FIARIEFNE X IA K THIAREFE XE A FTAHMRA. 1S0 # IEC A IX T HUHMRFFR
B ARERIRE:
— ISO Online browsing platform: available at https://www.iso.or

ISO ZE 4% SESE A https://www.iso.org/obp
— IEC Electropedia: available at https://www.electropedia.org/

IEC E+B#®: https://www.electropedia.org/

3.1 Organization £H41

person or group of people that has its own functions with responsibilities, authorities and
relationships to achieve its objectives (3.7)

AR EHRE7), HRZF. PERMBEXRMEE SMEN— M AR—AA.

Note 1 to entry: The concept of organization includes, but is not limited to, sole-trader, company,

corporation, firm, enterprise, authority, partnership, charity or institution, or part or
combination thereof, whether incorporated or not, public or private.

F 1 BABFRERRTMEEER. A5 &, 17, ©F LS. THEENME. &K
., REVNMIHSN, HFELRARARBLIBHEAES, TREEGAZANER. NF
CI I

Note 2 to entry: If the organization is part of a larger entity, the term “organization” refers only
to the part of the larger entity that is within the scope of the security management system (3.5).
F 20 IMRAARKRAKAN—EBS, AR —#EIERASLGTELEERR (3.5) &l
REIERSD

3.2 Interested party (preferred term) X7 (EiEAKIE)

stakeholder (admitted term) FI28#H%7 (FHAARIE)

person or organization (3.1) that can affect, be affected by, or perceive itself to be affected by a
decision or activity

interested party

RNPRRSICER . RARSCRRN AN, HFEBINAZRRITESNZ WA PAFAR (3.1) .
3.3 Top management &5 &EEE

person or group of people who directs and controls an organization (3.1) at the highest level
ERESEEFENESHAER (3.1) N—DAH—4AA.

Note 1 to entry: Top management has the power to delegate authority and provide resources
within the organization.

T 1 BReBEFENEARABRRIRETIR.

Note 2 to entry: If the scope of the management system (3.4) covers only part of an organization,

then top management refers to those who direct and control that part of the organization.

©1S0 2022 - All rights reserved WAL, RN 5T 11
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F 20 HEEAER (34) eERBEZARN -0, UEKsSEEEZEPLEIEEMIZHIZ
DHIANR,

3.4 Management system HIE{kER

set of interrelated or interacting elements of an organization (3.1) to establish policies (3.6) and
objectives (3.7), as well as processes (3.9) to achieve those objectives

AR (31) ATELTIE (36) MBHR (3.7) MEKAXERHRMERE (3.9) M—AHMEEX
KESBEEIERNER.

Note 1 to entry: A management system can address a single discipline or several disciplines.

E 1 —NEBERYTHYEDNR SN

Note 2 to entry: The management system elements include the organization’s structure, roles

and responsibilities, planning and operation.

E 2 RRBERVRALRNGH. AEMIRT. KUTET

3.5 Security management system Z£EEBER
system of coordinated policies (3.6), processes (3.9) and practices through which an

organization manages its security objectives (3.7)

RAEEMETIE (3.6). FRCIMIERFERRLTE BT (3.7) MNER,

3.6 Policy /5%t
intentions and direction of an organization (3.1) as formally expressed by its top management
(3.3)

HARARSEREEGBIERRANARBLDEEMAE.,

3.7 Objective Hir

result to be achieved

EXUMMER

Note 1 to entry: An objective can be strategic, tactical, or operational.

E 1 BART IS MAN . BARMENESETEERN

Note 2 to entry: Objectives can relate to different disciplines (such as finance, health and safety,
and environment). They can be, for example, organization-wide or specific to a project, product
and process (3.9).

F 20 BRRUSRAEGE (MEH. BRLENMKE) . el URELREREMN
BENHE. FmidiE (3.9).

Note 3 to entry: An objective can be expressed in other ways, e.g. as an intended result, as a
purpose, as an operational criterion, as a security objective, or by the use of other words with

similar meaning (e.g. aim, goal, or target).

©1S0 2022 - All rights reserved WAL, RN 5T 12



ISO 28000:2022

X3 BiRdiAMITRKR, fl: LR, RE. SANKSRIRBR BELXE
B AETIEXE (MEMN. ERMRNE) KKk BiR.
Note 4 to entry: In the context of security management systems (3.5), security objectives are set

by the organization (3.1), consistent with the security policy (3.6), to achieve specific results.
x4 AREEEAER 35 MERT, ALWERETTH (3.6) BFNFHEERAAR (3.1)
HENRZE B R,

3.8 Risk K B&

effect of uncertainty on objectives (3.7)

RAEMN BFRE.2)MF T

Note 1 to entry: An effect is a deviation from the expected. It can be positive, negative or both,
and can address, create or result in opportunities and threats.

A1 FWRENTHNREE. EUNRRRN. HRNEREERE, TR, QEs~E
MR-

Note 2 to entry: Objectives can have different aspects and categories, and can be applied at
different levels.

F 20 BARTTIAEARRN AT EFER, TUNBEARRNEX L,

Note 3 to entry: Risk is usually expressed in terms of risk sources, potential events, their

consequences and their likelihood.

E 20 NEBRERINANGERR. BESMH. HERMTEML,

3.9 Process 3372

set of interrelated or interacting activities that uses or transforms inputs to deliver a result
BN T RS A —R I E B AR B E AR SSIL B #rA7ASD.

Note 1 to entry: Whether the result of a process is called an output, a product or a service

depends on the context of the reference.

E 1 BENERBRARL . FRiEEREBURT IR,

3.10 Competence §£ 51

ability to apply knowledge and skills to achieve intended results
iz AR AN 8 LU TR A RS ARG

3.11 Documented information FEX{E2
information required to be controlled and maintained by an organization (3.1) and the medium
on which it is contained
ALABLFEEFIFHRIFNER LA,
Note 1 to entry: Documented information can be in any format and media, and from any source.

F 1 XERTMEERERAMEAEFE, FUkRBEEARE.

Note 2 to entry: Documented information can refer to:

©1S0 2022 - All rights reserved WAL, RN 5T 13
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E 20 XERTS R

— the management system (3.4), including related processes (3.9);
EIEAAR(34), BRHEXEREE9);

— information created in order for the organization to operate (documentation);
ABRLETHEIRNES (X)) |

— evidence of results achieved (records).

HERIIHIEE (E3F) .

3.12 Performance 53X
measurable result T £ 45 R

Note 1 to entry: Performance can relate either to quantitative or qualitative findings.
D GHNOTRES R EESE MR
Note 2 to entry: Performance can relate to managing activities, processes (3.9), products,
services, systems or organizations (3.1).
E 20 GRIETRES ROAS. TRER9). . RS BRRFARBLMEE.
3.13 Continual improvement 542303

recurring activity to enhance performance (3.12)

S5 (312) B IES.

3.14 Effectiveness &3

extent to which planned activities are realized and planned results are achieved

SRR ENF R RYERNTEE.

3.15 Requirement E 3k

need or expectation that is stated, generally implied or obligatory

AR, BERSMNSDLIUHENT KSHAE

Note 1 to entry: “Generally implied” means that it is custom or common practice for the
organization (3.1) and interested parties (3.2) that the need or expectation under consideration
is implied.

F 1 “BERINRIE WARCLDMBEXRTEME, RRGEIHELME XLFKRIH
EINAE RS M.

Note 2 to entry: A specified requirement is one that is stated, e.g. in documented information
(3.11).

E 20 MEMBRZIEEHRANER, MAE R (1L FATEHHNER.

3.16 Conformity ff&

fulfilment of a requirement (3.15)

WEZERK(3.15)

©1S0 2022 - All rights reserved WAL, RN 5T 14
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3.17 Nonconformity &

non-fulfilment of a requirement (3.15)

AR EEK(3.15)

3.18 Corrective action 21F}EiiE

action to eliminate the cause(s) of a nonconformity (3.17) and to prevent recurrence

AEBEATE (317) MREFEFRE ST RRAEE.

3.19 Audit F1%
systematic and independent process (3.9) for obtaining evidence and evaluating it objectively to
determine the extent to which the audit criteria are fulfilled

ARGHZIEEIF N HA TR, WA ERE R ENMNEE# TR GRS 9
£(3.9)
Note 1 to entry: An audit can be an internal audit (first party) or an external audit (second party
or third party), and it can be a combined audit (combining two or more disciplines).
E 1 B ERES (B—71) FRSOMNE (BE-ARE=T7) #tk, BIME—MES (4
BRANHE ) HEZ.
Note 2 to entry: An internal audit is conducted by the organization (3.1) itself, or by an external
party on its behalf.
E 20 AMEZAAR (3.1) BITKEHHEIMITHRRHLE.

Note 3 to entry: “Audit evidence” and “audit criteria” are defined in ISO 19011.
E 30 “ERZIERE R ACE N R E XL 1S0 19011,

3.20 Measurement jJlj &

process(3.9) to determine a value

HEEMNTEE).

3.21 Monitoring ¥}

determining the status of a system, a process (3.9) or an activity

PEERR. TRCYFEIMAVRTE.

Note 1 to entry: To determine the status, there can be a need to check, supervise or critically

observe.

E L ATHERS, UJRBERE. BESHABUE.

4 Context of the organization ZH4ZAIfiE

©1S0 2022 - All rights reserved WAL, RN 5T 15
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4.1 Understanding the organization and its context IRf#ZHZR FILHLAIREE

The organization shall determine external and internal issues that are relevant to its purpose
and that affect its ability to achieve the intended result(s) of its security management system

including the requirements of its supply chain.
BLANHESHRERXFEMELNLLEERARMIALRAVE N NAMBIIMPIE, OFF
HMVHENER,

4.2 Understanding the needs and expectations of interested parties I2f#+H% 75 K
HAZE

4.2.1 General E

The organization shall determine:
BLRNHE:
— the interested parties that are relevant to the security management system;
522 BEAERBRNEXTT
—  therelevant requirements of these interested parties;
HRTTHER
—  which of these requirements will be addressed through the security management system.

BE L2 EERERNIXERRK

4.2.2 Legal, regulatory and other requirements :EEHMEHMBER

The organization shall:
BAR
a) implement and maintain a process to identify, have access to and assess the applicable
legal, regulatory and other requirements related to its security;
SREMERFFIERIRA . RERMTHESLEEXERER. EAMEMER,
b) ensure that these applicable legal, regulatory and other requirements are taken into

account in implementing and maintaining its security management system;

RBARELMRFREEEARNEZ BRI XLEEHIER. ZAMEMEX

c) document this information and keep it up to date;
KX EeA5 B B S IR I BT,
d) communicate this information to relevant interested parties as appropriate.

EHE, BHEREAGHERNEXRTT.

©1S0 2022 - All rights reserved WAL, RN 5T 16
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4.2.3 Principles J&N|

4.2.3.1 General E
The purpose of security management within the organization is the creation and, in particular,

the protection of value.

ARz EENBNZEENE FIZFRIPNE.

The organization should apply the principles given in Figure 2 and described in 4.2.3.2 to 4.2.3.9.
BRENHAE 2 4232 F 4239 RN EREN.

Relationship
management

Leadership

{tIanSlderllllg Structured and
1man arn :
SR e comprehensive

culural - PTENPESINEN  proces

iy Value creation approach
and
Dynamic and protection

continually Customized
improved

Integrated Inclusive

approach engagement
of people

Figure 2 — Principles

B 2: FEn

4.2.3.2 Leadership $iS{EH

Leaders at all levels should establish unity of purpose and direction. They should create
conditions to align the organization's strategies, policies processes and resources to achieve its
objectives. Clause 5 explains the requirements with regard to this principle.
BRASEZ—REMTE. HEE&M, HAEARNSEEE. 778, SEMBDRUTINAR
PRo 585 BB T 51IZRNHEXRNEKR.
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4.2.3.3 Structured and comprehensive process approach based on best available

information ETREFYEENEMUMEEENITET®

A structured and comprehensive approach to security management including the supply chain
should contribute to consistent and comparable results, which are achieved more effectively and
efficiently when activities are understood and managed as interrelated processes functioning as
a coherent system.

BERENFEENNEMAHNESEEN T2 BB EEATHE— ST RNER, H0E
HFEBMEEN—DMERRFTOEELXEKNEREN, TUEEIMESRUR LI LELE
Ro

4.2.3.4 Customized EH{L

The security management system should be customized and proportionate to the organization’s

external and internal context and needs. It should be related to its objectives.

TEEERFEE MMM, FEARNIMPHRMREHT KRBT . 55 BREX.

4.2.3.5 Inclusive engagement of people B3 MM ARES

The organization should involve interested parties appropriately and in a timely manner. It
should consider their knowledge, views and perceptions appropriately to improve awareness of
and facilitate informed security management. The organization should ensure that everybody at
all levels is respected and involved.

ARAEEEREMSINERXTZE, EELFEMNAMIA ARNEEL DRESNLZEEE
BRI, FRIEAZLZEEEFRR. AAEHREZARBIIGENSS,

4.2.3.6 Integrated approach &7 %

Security management is an integral part of all organizational activities. It should be integrated
with all other management systems of the organization.

TR EEEMARLENNANRED . ESARAMMEHMEERSGHERE.

The organization’s risk management - whether formal, informal or intuitive - should be
integrated into the security management system.

ALAMNEEE, TREERMN. FEXNEIERHN, HEMAZLEEEREHD.

4.2.3.7 Dynamic and continually improved z)75+F4E 14 /Y B0
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The organization should have an ongoing focus on improvement through learning and
experience to maintain the level of performance, to react to changes and to create new
opportunities as the external and internal context of the organization changes.
AAEBEFIMER AW OINHEZEEEER, NWRBGRUKE, IRUME R,
EALAIMBMARBIR L LIE TN

4.2.3.8 Considering human and cultural factors ZE A RFIX{LEE

Human behaviour and culture significantly influence all aspects of security management and
should be considered at each level and stage. Decisions should be based on the analysis and
evaluation of data and information to ensure they result in greater objectivity, confidence in
decision-making and are more likely to produce desired results. Individual perceptions should
be considered.

RTAMXUANLZEEENENTTHTBEERT W, EEGIERMMBRINMER. REKE
ETXHIEMERNMTHTE, MBERAEARAM, WRKEFEL, EA YRS EMH
HER, HEEBMANR.

4.2.3.9 Relationship management % & &I8

For sustained success, the organization should manage its relationships with all relevant

interested parties as they might influence the performance of the organization.

ATHFENY), AREEESHERXEXTNXRR, BAENTESEMARNG.

4.3 Determining the scope of the security management system {EHALEEBERNTE

E3|

N,

The organization shall determine the boundaries and applicability of the security management

system to establish its scope.

ALY ELEEEARNAFTMNERMEUHELEE.

When determining this scope, the organization shall consider:
ERTEEN, BRNER
—  the external and internal issues referred to in 4.1;

4.1 FPTIRZ A A ERFNSMNER I
—  therequirements referred to in 4.2.

4.2 RETREAER
The scope shall be available as documented information.
ZSEE R AT RFHAXESR.
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Where an organization chooses to have any process that affects conformity with its security
management system externally provided, the organization shall ensure that such processes are
controlled. The necessary controls for and responsibilities of such externally provided processes
shall be identified within the security management system.

MRALQEFIDRUNETZ ML EERRTEMNEE, NHRXEIEGREN., ¥
AREEEERRTHEL LI BRI EN L EEFIHEET .

4.4 Security management system L4 EIREAR

The organization shall establish, implement, maintain and continually improve a security
management system, including the processes needed and their interactions, in accordance with
the requirements of this document.

PANZBATENER, B, Xt ®RIFNHEHREEERR, SRMAFHE
EEMEEER.

5 Leadership $MS{EH
5.1 Leadership and commitment iS5 BfMKiE

Top management shall demonstrate leadership and commitment with respect to the security
management system by:
RoBREANBENTARNIESELYEEERR T ENNSERMARE:
— ensuring that the security policy and security objectives are established and are
compatible with the strategic direction of the organization;

BREETISHHBRMEUNEY, F5AREET 8T,
— ensuring that the requirements and expectations of the organization’s interested parties are
identified and monitored, and appropriate timely action is taken to manage these expectations
to ensure the integration of the security management system requirements into the
organization’s business processes;

FRIAAFENARERTNERMIAL, IR KBUE LB REIEXLEEAE, U

FEZeBEEARERBATARN L FIEIE,
— ensuring the integration of the security management system requirements into the
organization’s business processes;

PHRZEEERRERBANAR W FHE,
— ensuring that the resources needed for the security management system are available;

RBRTRELEEEERMBOTR,
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— communicating the importance of effective security management and of conforming to the
security management system requirements;
AL EENEIMNT SR EERRERNEENHITOR,
— ensuring that the security management system achieves its intended result(s);
PRZEEEARLAMLER,
— ensuring the viability of the security management objectives, targets and programmes;
WRZEEEBIR. BRI,
—  ensuring any security programmes generated from other parts of the organization
complement the security management system;
PERMNALNEMB O RN ERTLETT REH LTS EIRER,
— directing and supporting persons to contribute to the effectiveness of the security
management system;
ESMIIFAR AL EBRERNA ML STk,
—  promoting continual improvement of the organization’s security management system;
eHFFEBHAREEERER
—  supporting other relevant roles to demonstrate their leadership as it applies to their areas

of responsibility.

XFAEMEXABRTAERTOUEANASER,

NOTE Reference to “business” in this document can be interpreted broadly to mean those

activities that are core to the purposes of the organization’s existence.

F ARERREN WS M X EIBB S RARFERNEXREENED,

5.2 Security policy &£ 754t

5.2.1 Establishing the security policy B3 &£ 77§t

Top management shall establish a security policy that:

REEEENEYRETTH, K

a) is appropriate to the purpose of the organization;
FEALANRE,
b) provides a framework for setting security objectives;
A ERE B HHIER
c) includes a commitment to meet applicable requirements;
B EEAERINKE,
d) includes a commitment to continual improvement of the security management system;
BREFEAR S ERER KA,
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e) considers the adverse impact that the security policy, objectives, targets, programmes, etc.

can have on other aspects of the organization.

ZELZEHE. Bir. iR, ARSEXNHRAEMEN=ENAFIZMW,
5.2.2 Security policy requirements £ $HIER

The security policy shall:
LTETTEN:
—  be consistent with other organizational policies;
SELMNEMTTEHHERT,
—  be consistent with the organization’s overall security risk assessment;
FEERANBERE NGTEY;
—  provide for its review in case of the acquisition of, or a merger with, other organizations,
or other changes to the business scope of the organization which could affect the continuity or
relevance of the security management system;
B &FEMARSIZARN Y SSEE A E T ML EEARAESLMERAX
B H AR B FE TR,
—  describe and allocate primary accountability and responsibility for outcomes;
AT ECE BRI AL RIBT,
—  be available as documented information;
YEA RS B el 4R 3R EY
—  be communicated within the organization;

HARAT DR,

— be available to interested parties, as appropriate.

BHE, TAMERTTATRE.

NOTE Organizations can choose to have a detailed security management policy for internal
use which would provide sufficient information and direction to drive the security management
system (parts of which can be confidential) and have a summarized (non-confidential) version
containing the broad objectives for dissemination to their interested parties.

AAMRFEHEFAOIRNBLEEETH, WEREEENGEEMNET, NhEsILEE
ﬂ%%(%ﬂW%ﬂ EAVEER)  FHEBRWNTEENERRA FENEER) @ @H
BRI LB B AR,

5.3 Roles, responsibilities and authorities K{z. BRFRFIIFR

Top management shall ensure that the responsibilities and authorities for relevant roles are

assigned and communicated within the organization.

ReEEENRHERASZEXAEHNRTE. NREEIDEDE
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Top management shall assign the responsibility and authority for:

R EEHEN D EIRTAMNR I

a) ensuring that the security management system conforms to the requirements of this
document;

BRECEEARTEAIRENE K,
b) reporting on the performance of the security management system to top management.

ERESEEERELEEERRNEG.

6 Planning K %|
6.1 Actions to address risks and opportunities K7 %} X p& #4138 19355
6.1.1 General Z |

When planning for the security management system, the organization shall consider the issues
referred to in 4.1 and the requirements referred to in 4.2 and determine the risks and
opportunities that need to be addressed to:
ERVNZEEEARRN, ARNER 41 FHRRNIET 4.2 R RWER, H#EMRT R
A B RIS, I
— give assurance that the security management system can achieve its intended result(s);
RBRRZEEEERALITPER,
—  prevent, or reduce, undesired effects;
B3 LE SR D R EAER AR
— achieve continual improvement.
SEYIES T de Gri

The organization shall plan:

BRRRK:
a) actions to address these risks and opportunities;
Rz XX 46 W B FI4TLI8 Y 35T S
b) how to:
e

— integrate and implement the actions into its security management system processes;
AR EEARRETEPBEIF LhaX i,
— evaluate the effectiveness of these actions.

THEIERE A B R .

©1S0 2022 - All rights reserved WAL, RN 5T 23



ISO 28000:2022

The purpose of managing risks is the creation and protection of value. Managing risk shall be
integrated into the security management system. Risks related to the security of the

organization and its interested parties are addressed in 8.3.

EENEHENZEEFRIPNE. NEEENBAZEERER, SERRHAMBRITRXH
ZERXHNEEIN 8.3 .

6.1.2 Determining security-related risks and identifying opportunities #EZ£MHXHK
BEFHRBIYS

Determining security-related risks and identifying and exploiting opportunities requires a

proactive risk assessment which shall include consideration of, but not be limited to:

PEREEANE, RBIFHANSFRZRREDHTHREE, PR ERERRT:

a) physical or functional failures and malicious or criminal acts;
YIRS eI R I BB R SILR1TA,
b) environmental, human and cultural factors and other internal or external contexts,

including factors outside the organization’s control affecting the organization’s security;

TR, ARMXUEAREAEMRABTHIINGTE, BREALTEEFNEHEZENEE,

c) the design, installation, maintenance and replacement of security equipment;
wit, &K, fPNERRFRRE
d) the organization’s information, data, knowledge and communication management;
AAMGER. BUE. MAMEBRERE,
e) information related to security threats and vulnerabilities;
BRXZEHBHIRRNESR
f) the interdependencies between suppliers.

A R AR AR R

6.1.3 Addressing security-related risks and exploiting opportunities Rz 3% £ 1058 X &
HFFR AN

The evaluation of the identified security-related risk shall provide input to (but not be limited

to):
NERFNZE BN NTHERRERA (ERRT)
a) the organization’s overall risk management;
HABKHINES ETE
b) risk treatment;
Rpgt&;
c) security management objectives;
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S EEBR,
d) security management processes;
REEMEIRE,
e) the design specification and implementation of the security management system;

EEERRIT. ASERSLHE
f) the identification of adequate resources including staffing;
PBERENRR, BRARNER
g) the identification of training needs and the required level of competence.

BRI KA B HIRE J1 7K

6.2 Security objectives and planning to achieve them £ Bi{zRHESSIMAIFKRI

6.2.1 Establishing security objectives #lEZ € HIr

The organization shall establish security objectives at relevant functions and levels. The security
objectives shall:
AANAERXRENER LFHELEER. X2 BTN
a) be consistent with the security policy;
52T,
b) be measurable (if practicable);
WE (T47RS)
c) take into account applicable requirements;
ZIRERANEX
d) be monitored;
CEFE)
e) be communicated;
T IR,
f) be updated as appropriate;
& ST IAE R
g) be available as documented information.

BRI REHAXIER

6.2.2 Determining security objectives #iE&Z € B

When planning how to achieve its security objectives, the organization shall determine:
KA e e B, ARANHFHE:

—  what will be done;

B4,
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—  whatresources will be required;
P &R,

—  who will be responsible;
HIER S,

—  when it will be completed;
eI SERY

—  how the results will be evaluated.

ANEITEN S

When establishing and reviewing its security objectives, an organization shall take into account:
HEHEMTERE BirN, AAREE:
a) technological, human, administrative and other options;
KA. AN BEMEAED
b) views of and impacts on appropriate interested parties.
& RAAEX TR A0,
The security objectives shall be consistent with the organization’s commitment to continual

improvement.

2% B S AN HREE R

6.3 Planning of changes ZTEREXI

When the organization determines the need for changes to the security management system,
including those identified in Clause 10, the changes shall be carried out in a planned manner.
HALHENHZE2EEARTERN, S5 10 ZTRINEE, TENEMMRYNITE .
The organization shall consider:
RLRNFEE:
a) the purpose of the changes and their potential consequences;

TEEMERHABERER,
b) the integrity of the security management system;

L EEARRNTEM,
c) the availability of resources;

RIRHI I3RS
d) the allocation or reallocation of responsibilities and authorities.

RTAA R A2 EE A B B

7 Support X
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7.1 Resources #jHE

The organization shall determine and provide the resources needed for the establishment,

implementation maintenance and continual improvement of the security management system.

ALNHEFRBET . L. FRIFNFERNHREEEBERRTBRR.

7.2 Competence §€H

The organization shall:
HRAR:
—  determine the necessary competence of person(s) doing work under its control that affects
its security performance;
RIENREGNEN, HEAEETNIEARNEENNLERE
— ensure that these persons are competent on the basis of appropriate education, training,
or experience and are appropriately security cleared;
WRAREELENHE BIFEXERELNEM FREMETENENTBI T EENE
EHE,
—  where applicable, take actions to acquire the necessary competence, and evaluate the

effectiveness of the actions taken;

EEAN, XBUERMNRESLENESD, FIHNERNERE

Appropriate documented information shall be available as evidence of competence.

MR MHE SRR EA A RBE N RVIETE.

NOTE Applicable actions can include, for example: the provision of training to, the mentoring
of, or the reassignment of currently employed persons; or the hiring or contracting of competent
persons.

x EREET e A REARREE). HSHEHOELE SEER. SMEEME
THEMARSE.

7.3 Awareness =i}

Persons doing work under the organization’s control shall be aware of:

AANHRAEHES THITEART B
—  the security policy;
LTI
— their contribution to the effectiveness of the security management system, including the

benefits of improved security performance;
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NREEEEFREGUMNTT, BREREFHNEL,
— the implications of not conforming with the security management system requirements;
AEREEEBERERNER,
— their roles and responsibilities in achieving compliance with the security management
policy and procedures and with the requirements of the security management system, including
emergency preparedness and response requirements.
EBTFLEEENHNEFNELEEEARERTENACHIRE, 8RN EEHE
REK,

7.4 Communication 4iE

The organization shall determine the internal and external communications relevant to the
security management system, including:
AANHESREEERERRERNAINBERE, B
—  on what it will communicate;

A A
—  when to communicate;

e A1
—  with whom to communicate;

SR8,
—  how to communicate;

LR DAY
—  the sensitivity of information prior to dissemination.

SRR AR,

7.5 Documented information 3 {EE

7.5.1 General ZE I

The organization’s security management system shall include:

AANZEEERRN G

a) documented information required by this document;
RAVEBERNAXER
b) documented information determined by the organization as being necessary for the

effectiveness of the security management system.

HALHEN AT RS EEFR ML EHNE X EE
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The documented information shall describe the responsibilities and authorities for achieving
security management objectives and targets, including the means and timelines to achieve those

objectives and targets.
PXAE B R HA S 2 2 B IR B RIS AR STAERIANER, B4ESCIIX L B ARANE AR A F B AN RS
EES

NOTE The extent of documented information for a security management system can differ
from one organization to another due to:
F NTAEAR, REEEARMXEENEETUARE, BURT:
— the size of organization and its type of activities, processes, products and services;
BLRNAEREEER . JiE. FmREHEEY,
— the complexity of processes and their interactions;
HEXAEEEERNEREE,
— the competence of persons.

ARBIREST

The organization shall determine the value of information, and establish the level of integrity

required and the security controls to prevent unauthorized access.

ARANHEELENNE HEIMBNTBUSRM2 RG], WU EIERRR .

7.5.2 Creating and updating documented information SIZEMEHEL

When creating and updating documented information, the organization shall ensure
appropriate:
BIEFEMAXELSN, ARANHRESHN:

— identification and description (e.g. a title, date, author, or reference number);
FRRATIE AR (iR, BEA. (EERERSIRS) |

—  format (e.g. language, software version, graphics) and media (e.g. paper, electronic);
B (IEESXF. RMARA. BX) SEE (MRRB. BFH)

— review and approval for suitability and adequacy.

TERMACE, MBREEMMTD M.

7.5.3 Control of documented information J§32{S 2 A #

Documented information required by the security management system and by this document

shall be controlled to ensure:

EEBGRMATEMZ RO XEER T IIES], IMHFHR:
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a) itis available and suitable for use, where and when it is needed;
EFENHEHE, HURKEHEH
b) it is adequately protected (e.g. from loss of confidentiality, improper use, or loss of
integrity);
TUZERP (WBIEHE. REEAREREK) .
c) itis periodically reviewed and revised as necessary, and approved for adequacy by

authorized personnel;
PENERIEFEIETT, FEBENARMAERT M,
d) obsolete documents, data and information are promptly removed from all points of issue
and points of use, or otherwise assured against unintended use;
KM E R BHE AT MR B . BIRRER, SUMHMATT X FRXLE
BXEBRASHER,
e) archival documents, data and information retained for legal or knowledge preservation

purposes or both are suitably identified.

1B LR B 0 EREBRJAIRFHEMRERERE. BENER.

For the control of documented information, the organization shall address the following
activities, as applicable'
AEFRIEXER EAN, ARNXETIES
— distribution, access, retrieval and use;

DR R RMEM,
—  storage and preservation, including preservation of legibility;

FiEMBr, SRARFTEY,
—  control of changes (e.g. version control);

TERE (MARAES])

— retention and disposition.

REBLE,

Documented information of external origin determined by the organization to be necessary for
the planning and operation of the security management system shall be identified, as

appropriate, and controlled.

NTARHENRYHNETREEEEARMAFTHRBIMINAXES, BRRFHITELIRA,
I =
NOTE Access can imply a decision regarding the permission to view the documented

information only, or the permission and authority to view and change the documented

information.

E MHERRIGETRERERATER, HAFERFFRUEN.
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8 Operation =47
8.1 Operational planning and control = 785K X2l

The organization shall plan, implement and control the processes needed to meet requirements,
and to implement the actions determined in Clause 6, by:
AHEERMEEE 6 EFMREMNIER, HANBE I THEENFRNEEHFITRI . KEM
LN
—  establishing criteria for the processes;
B TEAEN,
—  implementing control of the processes in accordance with the criteria.
TR IRAEN LRI R
Documented information shall be available to the extent necessary to have confidence that the

processes have been carried out as planned.
ATHEIERRNHT, ELEERRNN TRRUIXESR.

8.2 Identification of processes and activities #fEiIEFEED

The organization shall identify those processes and activities that are necessary for achieving:

ALY ELIUT BArrFE NS EMER):

a) compliance with its security policy;
BFRETIEH,
b) compliance with legal, statutory and regulatory security requirements;
EFERE. FANLeBENEX,
c) its security management objectives;
S EEBR,

d) the delivery of its security management system;
XNREEERS,

e) the required level of security of the supply chain.
HYSIFNRERA.

8.3 Risk assessment and treatment X p&7EGFIALE

The organization shall implement and maintain a risk assessment and treatment process.

AR LHEFHRFIIGTEML B RRTE.

NOTE The process for risk assessment and treatment is addressed in ISO 31000.

X 1S0 31000 FER 7 KRG THE ML BIRIE.
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The organization should:

HAH

a) identify its security-related risks, prioritizing them to the resources required for its

security management;
RAZEBRONE, ReeEEMBENRIERT,

b) analyse and evaluate the identified risks;
DATATHEIR BRI RS

c) determine which risks require treatment;
FEMLEN e FELE,

d) select and implement options to address those risks;
EEF LA EXENEH TR,

e) prepare and implement risk treatment plans.

1 E IS e AL B MBS AT .

NOTE Risks in this subclause relate to the security of the organization and its interested
parties. Risks and opportunities related to the effectiveness of the management system are
addressed in 6.1.

d AERPINESEAREEXTNGEEE X SEEERAIUHEXANEE MBI 6.1,

8.4 Controls =4IiEiE

The processes listed in 8.2 shall include controls for human resource management, as well as the
design, installation, operation, refurbishment and modification of security-related items of
equipment, instrumentation and information technology, as appropriate. Where existing
arrangements are revised or new arrangements introduced that could have impact on security
management, the organization shall consider the associated security-related risks before their
implementation. The new or revised arrangements to be considered shall include:
8.2 HF LI EN BN AN RREENEFEELXERNRE. SHANEERANZEHEX
MERRIT. RE. 57, EMAR. MREZHEAEBRICIAFTRNTEN LS EE
FERN, ARANAEKEIEEEXNRENG . BRHEENITNISCHEENTRNEE:
a) revised organizational structure, roles or responsibilities;

BtERNARSEN. AEHERR,
b) training, awareness and human resource management;

il RIRMANTRETE,
) revised security management policy, objectives, targets or programmes;

W EREEENTTE. BiR. FBRHTTER,
d) revised processes and procedures;

BGeid =Y PR L IS
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e) the introduction of new infrastructure, security equipment or technology, which may

include hardware and/or software;
SIANFTHEMIRE. REREFEA, TEIFEGH () &M

f) the introduction of new contractors, suppliers or personnel, as appropriate;
RIEBEMERSIANTAEH. HEBHAR,

g) the requirements for security assurance of external suppliers.

SRR B R R ERIEE K

The organization shall control planned changes and review the consequences of unintended

changes, taking action to mitigate any adverse effects, as necessary.

ARNEFIHT YN ZEHFTRERPLENER, LENXBIERRE TR,

The organization shall ensure that externally provided processes, products or services that are

relevant to the security management system are controlled.

ALRNHREREEEBRBRMIMIRENTRE. & R3URSZE=H,

8.5 Security strategies, procedures, processes and treatments Z£ K. BfF. AEMLE

8.5.1 Identification and selection of strategies and treatments $KEEFI4E B AYIR BIF1IERFE

The organization should implement and maintain systematic processes for analysing
vulnerabilities and threats related to security. Based on this vulnerability and threat analysis
and consequent risk assessment, the organization should identify and select a security strategy
which comprises one or more procedures, processes and treatments.
BRELBMRFRGERIEUAD T L EE XN REMS . TR 7RI
ENER, BRFEIRIMERE/H DS MEF. REMNLENZERE.

Identification should be based on the extent to which strategies, procedures, processes and
treatments:
RBIRBNEEEETUTRE., EF. RENLENER:
a) maintain the organization’s security;
HIPAANLE,
b) reduce the likelihood of security vulnerability;

L RLERENTEMN,

c) reduce the likelihood of a threat being actualised;
BEAREUN A £ R ET BB
d) shorten the period of any security treatment deficiencies and limit their impact;

AR IEEREE AV HARR FFRR B Foma,
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e) provide for the availability of adequate resources.

R ENTIR.

Selection should be based on the extent to which strategies, processes and treatments:
EERBAMLEEETUTRE., REMLENEER:
— meet the requirements to protect the organization’s security;
HERIPARAREMNER,;
—  consider the amount and type of risk the organization may or may not take;
Z IR LA O] RE RIS AR IB A KRG RS E FIKEY
—  consider the associated costs and benefits.

75 ISR R AR 3

8.5.2 Resource requirements Fr@E kK

The organization shall determine the resource requirements to implement the selected security

procedures, processes and treatments.

AANHERFRERUALEEEN LT EEF. TENLE.

8.5.3 Implementation of treatments 4t & 35

The organization shall implement and maintain selected security treatments.
ALY LHNRIFEENZELE.

8.6 Security plans &£t}

8.6.1 General Z

The organization shall establish and document security plans and procedures based on the
selected strategies and treatments. The organization shall implement and maintain a response
structure that will enable timely and effective warning and communication of vulnerabilities
related to security and imminent security threats or ongoing security violations to relevant
interested parties. The response structure shall provide plans and procedures to manage the
organization during an imminent security threat or an ongoing security violation.
AANETRENREMLEEFT EMCR LI WNERF. ARNSEHEIFRIFEAEYLE INER
MAESHIMENDBE XEXTLEMNBEBRENZEBPREERTHLEENEHNFRE.
ma Rz AL AR BT IR F I BB A RB BN R EBMIIFEN LT EFNEM.
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8.6.2 Response structure Mg 741 %l

The organization shall implement and maintain a structure, identifying a designated person or
one or more teams responsible for responding to vulnerabilities and threats related to security.
The roles and responsibilities for the designated person or each team and the relationship
between the person or teams shall be clearly identified, communicated and documented.

BN LT -G, BEAFIEEARR—IHENEAREXN L2 ERIBHEMN. N
WAE. WRMCEREEAARENTAMNABMTEURAARBARZBHXER,

Collectively, the teams should be competent to:

BAEmE, XEFAEREMTHE

a) assess the nature and extent of a security threat and its potential impact;
THER S EMHI M RMEE R B,
b) assess the impact against pre-defined thresholds that justify initiation of a formal
response;
RIEMEEXWBRETEEZME, PUERBsERXmY S SIEM,;
c) activate an appropriate security response;
BaEENREMmLY,
d) plan actions that need to be undertaken;
RYFEXEAIERE,
e) establish priorities using life safety as the first priority;
MEmZeZE b, BERLESIM,
f) monitor the effects of any variation in vulnerabilities related to security, changes to the

intent and capability of threat actors or security violations and the organization’s response;
BN 5=z BXRmENEARAE . BN ARBEMENN TS L ERNEMH
AR HLRBIMER

g) activate the security treatments;
BIRELE,

h) communicate with relevant interested parties, authorities and the media;
S5HEXBEXRTT. FTBHETIEEHITOR,

i) contribute to a communication plan with communication management.

AR E IR P EDB T R ST

For each designated person or team there should be:
BMEEARSEANES:
— identified staff, including alternates with the necessary responsibility, authority and

competence to perform their designated role;

HEERARETEEACMBNTE. MRMENHERHIARERNNRAL;
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— documented procedures to guide their actions including those for the activation, operation,

coordination and communication of the response.

BT HERrR, BRMESINES. Ef7. hETEE

8.6.3 Warning and communication 21418

The organization should document and maintain procedures for:

AR UFHRIFIEF L

a) communicating internally and externally to relevant interested parties, including what,
when, with whom and how to communicate;

SHEXMARTTHITAMBIINBEE, SEGBAET. ME. SHEIBNERINEER,
NOTE The organization can document and maintain procedures for how, and under what
circumstances, the organization communicates with employees and their emergency contacts.
F AR AU FRIFARMETURETHER TER L EEEZKRA#TEARNERF
b) receiving, documenting and responding to communications from interested parties,
including any national or regional risk advisory system or equivalent;

Xk BRXTTRVAB#H TR ICFKMEY, BREIERSXEMEE RGeS K IR

5,

c) ensuring the availability of the means of communication during a security violation,

vulnerability or threat;

WRELEENEN. RESEDREEEFRT A,

d) facilitating structured communication with responders to security threats and/or
violations;

R# SR ENRE/MMM () FMTANELULEE,
e) providing details of the organization’s media response following a security violation,

including a communications strategy;
NeEFMEHRERARNEERNMEEFAER, BEOBRE,
f) recording the details of the security violation, the actions taken and the decisions made.

MREBFAEMF. REAFENR LM H AR RHETHFEIL K,

Where applicable, the following should also be considered and implemented:
BEE, TENEREERMLRE:
— alerting interested parties potentially impacted by an actual or impending security
violation;
EXE FARXENENFRENLEENEHBELWANRRTHITE,
—  ensuring appropriate coordination and communication between multiple responding

organizations.

PR E I AR 2 8] HE S MEFAE.
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The warning and communication procedures shall be exercised as part of the organization’s

testing and training programme.

MEMDBEFENALNAFIZNTRZN—B, HHTES.

8.6.4 Content of the security plans Z£&itXIHNAE

The organization shall document and maintain security plans. Those plans should provide
guidance and information to assist teams to respond to a security vulnerability, threat and/or
violation and to assist the organization with the response and restoring its security.
BAN TR, XET I EREESTERSMNBBBMNY N2 2FE. B
() BMEG, FIHBARFETHNNRE LS

Collectively, security plans should contain:
BmE, RETVWEERE
a) details of the actions that the teams will take to:
B BAK R BRI FE A 4075
1) continue or restore the agreed security status;
BREFMEANENL SR,
2) monitor the impact of the actual or impending security threats, vulnerabilities or

violation and the organization’s response to it;

BREAERESIBRENZEREM. KRBT MW AR AR ERIMWL

b) reference to the pre-defined threshold(s) and process for activating the response;
SIS E X BIEM Bahi ML TE;

) procedures to restore the security of the organization;
WMEBRRE NIRRT,

d) details to manage the immediate consequences of a security vulnerability and threat or

actual or impending security violation giving due regard to:
EEZEREAMEMIELXETBLENREESNEMNERRROFARGEE, EXE:
1) the welfare of individuals;
NAIEF;
2) the value of the assets, information and personnel potentially compromised;
XM A~. FEEMARNIME;
3) the prevention of (further) loss or unavailability of core activities.

Bl (#H—2) KoL FHTERTT

Each plan should include:
BOUT I E S
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—  its purpose, scope and objectives;
B, SEEA B R,
— theroles and responsibilities of the team that will implement the plan;
AT IR I BARY S 2 FIER 3R
—  the actions to implement the solutions;
PATRRIR T RV,
— the information needed to activate (including activation criteria), operate, coordinate and
communicate the team’s actions;
Ba (BFEEsEN) | &17. thAFEEEATHFHNES,
— internal and external interdependencies;
RERFISMER IR EARIR R
—  itsresource requirements;
RIRER;
—  itsreporting requirements;
REENR;
— aprocess for standing down.
RHISEE,

Each plan should be usable and available at the time and place at which it is required.

TR EEFER R 8t = o] A
8.6.5 Recovery k&

The organization shall have documented processes to restore the organization’s security from
any temporary measures adopted before, during and after a security violation.
AANEANELEENEMHZE. FEHZFEMX BRI EETREARLEM
PGUE

9 Performance evaluation %0 EM
9.1 Monitoring, measurement, analysis and evaluation ¥#. J&. 24rFiEMN

The organization shall determine:
BRARHHE
—  what needs to be monitored and measured;
FELUMNENANE,
—  the methods for monitoring, measurement, analysis and evaluation, as applicable, to
ensure valid results;
B, WE. 2N TTE, SRAN, WBREBIENE

—  when the monitoring and measuring shall be performed;
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e R T IS AL A & 5

—  when the results from monitoring and measurement shall be analysed and evaluated.

feT B 2 Xt M DR AN 88 25 SRA T 0 AT A TEAN

Documented information shall be available as evidence of the results.

RS BAE A RIS,

The organization shall evaluate the performance and the effectiveness of the security

management system.

BAN TN 2 & EBERGEIMB .

9.2 Internal audit NZFEIX

9.2.1 General Z

The organization shall conduct internal audits at planned intervals to provide information on

whether the security management system:

ALY R OE B E RN EZ, RIEEEURAREEEERES

a) conforms to:
=g
1) the organization’s own requirements for its security management system;

HLABFNREEERREK,
2) the requirements of this document;
AARERIE K,
b) is effectively implemented and maintained.

BEIF LIRS

9.2.2 Internal audit programme REFEIZTE

The organization shall plan, establish, implement and maintain (an) audit programme(s),

including the frequency, methods, responsibilities, planning requirements and reporting.

ALK, B, KEMRF—ADHEIEEAI R, BEIOR. TE. R, RUWERR

H
H o

When establishing the internal audit programme(s), the organization shall consider the

importance of the processes concerned and the results of previous audits.

B NIERARN, ARNEEERSENZTESM T ERE
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The organization shall:

BRAR:
a) define the audit objectives, criteria and scope for each audit;
MEFREZNBIR. HRCENSEE,
b) select auditors and conduct audits to ensure objectivity and the impartiality of the audit
process;
FEREZRAFF LI EZ, UHRERSENZTU MM ALY,
c) ensure that the results of the audits are reported to relevant managers.

HPREEXEEERETIZE
d) verify that the security equipment and personnel are appropriately deployed;
RIIZEREMAANHESRES,
e) ensure that any necessary corrective actions are taken without undue delay to eliminate
detected nonconformities and their causes;
PRE XL ENMUIEERE, DUBRAINATERHRRE,
f) ensure that follow-up audit actions include the verification of the actions taken and the

reporting of verification results.

HIREERECARN BIRW I AT R AR MR & RIS

Documented information shall be available as evidence of the implementation of the audit

programme(s) and the audit results.
IR S BAE A BT RS B AR S R AVIE TR .

The audit programme, including any schedule, shall be based on the results of risk assessments
of the organization’s activities and the results of previous audits. The audit procedures shall
cover the scope, frequency, methodologies and competencies, as well as the responsibilities and
requirements for conducting audits and reporting results.
BREEFUNERNEZTENETHALEN NI AERMMIENERER . FRIEFT
BIEEE. MK, AN, UERHTHEEICRERNFTETNER.

9.3 Management review EIB{TH

9.3.1 General A1

Top management shall review the organization's security management system, at planned
intervals, to ensure its continuing suitability, adequacy and effectiveness.

R B IEANERYONEERNEAANLTEERARATITE, MRARERKENEEN. &
MBI,
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The organization shall consider the results of analysis and evaluation, and the outputs from
management review, to determine if there are needs or opportunities relating to the business or
to the security management system that shall be addressed as part of continual improvement.

d\f'i?ﬂ§§}$ﬁ$ﬂvFﬁEEﬁ ERUEEETHENGL, MHERSHFES LSRR EEARM
INBEYN S, XEFRINNSNIEAFEBHN—BD.

NOTE The organization can use the processes of the security management system, such as

leadership, planning and performance evaluation, to achieve improvement.

ARATPFEAREEEERRNIEE, MASER. KUMGEETE IASE I 2o

9.3.2 Management review inputs EIEJEEEA

The management review shall include:

EETHEN B
a) the status of actions from previous management reviews;
PUEEIETT = A RBUE IR ARTS,
b) changes in external and internal issues that are relevant to the security management
system;
522 EEERBERNABMIMIILTN T,
c) changes in needs and expectations of interested parties that are relevant to the security

management system,;

52 ERARBEXRNBRTOTRMPENEZL

d) information on the security performance, including trends in:
TEGHNEMNES, SEMTHIENES:
1) nonconformities and corrective actions;
REFEMAIEHERE;
2) monitoring and measurement results;
BTN ENLER
3) audit results;
BIZER,
e) opportunities for continual improvement;
FEBH =
f) results of audits and evaluations of compliance with legal requirements and other

requirements to which the organization subscribes;

MEERENBRMALRREFHHMZ RO S FZATHI SR

g) communication(s) from external interested parties, including complaints;
kBERXTEXELNER, Bk
h) the security performance of the organization;
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PAANREGE
i) the extent to which objectives and targets have been met;

B FIIEIREI LR
i) status of corrective actions;

A IEFEFERVIRTS
k) follow-up actions from previous management reviews;

PUEEIEIT S /4380,
1) changing circumstances, including developments to legal, regulatory and other
requirements (see 4.2.2) related to security aspects;

FETUNIE, BE5ReTTEAXMER. EAMEMER (I 422) (NEE,
m) recommendations for improvement.

B L,
9.3.3 Management review results EIZJERLER

The results of the management review shall include decisions related to continual improvement

opportunities and any need for changes to the security management system.

EENHENERY BRESHENHN A RNRENN ZEERARATAENE

Documented information shall be available as evidence of the results of management reviews.

RIS B E A BRI A R AL

10 Improvement Z(i#
10.1 Continual improvement 3F4:X3

The organization shall continually improve the suitability, adequacy and effectiveness of the
security management system. The organization should actively seek opportunities for
improvement, even if not prompted by vulnerabilities related to security and imminent security
threats or ongoing security violations to relevant interested parties.
AANFLEAHLEEEARNEEN. TOMMERE. EAFESLTERXNFRRE
HRENTEEMBAE RBRTNFEREENEMN, AROERRT KEEHN =

10.2 Nonconformity and corrective action &SI IFiEiE
When a nonconformity occurs, the organization shall:

YR A RER, BYR:

a) react to the nonconformity, and as applicable:
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BRI ATEME RN, FEERAN:
1) take action to control and correct it;
KEHEIE IS MM IERT &
2) deal with the consequences;

RERR,
b) evaluate the need for action to eliminate the cause(s) of the nonconformity, in order that
it does not recur or occur elsewhere, by:
BIETIE), N EEFTEXRBERDUERTERATENRE, BREBRRERE
rEHMGERE:
1) reviewing the nonconformity;
TP ES
2) determining the causes of the nonconformity;
BEATEHNEREE,
3) determining if similar nonconformities exist, or can potentially occur;
PERBTAEN TREAELDNATE.
c) implement any action needed;
SKHt R B9 AR
d) review the effectiveness of any corrective action taken;
TEEPATREAY A IEHEHE A B R,
e) make changes to the security management system, if necessary.

DEN, TEREEELER,

Corrective actions shall be appropriate to the effects of the nonconformities encountered.

A IEFEME N S A& P = A N T EARTT .

Documented information shall be available as evidence of:
REAR A XS BAE A AT 7T E A9IETE:
—  the nature of the nonconformities and any subsequent actions taken;
RFFE R MR R A R R E 585
—  theresults of any corrective action;
T EEFEMERYES
— the investigation of security-related:
BRPNRERE:
—  failures, including near misses and false alarms;
s, SiERRANERER,
— incidents and emergency situations;
EHMERBR,
— nonconformities;

TS
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— taking action to mitigate any consequences arising from such failures, incidents or

nonconformities.

IR R EEE . EHSATEmSIRNERER.

Procedures shall require that all proposed corrective actions are reviewed through the
assessment process of security-related risk prior to implementation unless immediate
implementation forestalls imminent exposures to life or public safety.

RIBEFFIAE, L BRIEIE 2 S BN X e TR IE 1R B A9 AT A 2 IEHE et 1 TiF
BRAFZBNSCE D] B EFIE X A S AR L EE A IB A BREAR N,

Any corrective action taken to eliminate the causes of actual and potential nonconformities shall
be appropriate to the magnitude of the problems and commensurate with the
security-management- related risks likely to be encountered.

AT EREFRAEEAF S IR E A EERY 5RO E A%, FE5URESH
L2 B X AR KBS AR

©1S0 2022 - All rights reserved WAL, RN 5T 44



ISO 28000:2022

Bibliography &2 3Ci#k

[1] ISO 9001, Quality management systems — Requirements
IS0 9001 FREEEAER &K
[2] ISO 14001, Environmental management systems — Requirements with guidance for use
ISO 14001 FMFEEAR ERKFEHIEE
[3] ISO 19 011, Guidelines for auditing management systems
IS0 19 011 EEA R BF1ZIERF
[4] ISO 22301, Security and resilience — Business continuity management systems —
Requirements
15022301 &M WHELMEERR EXR
[5]ISO/ IEC 27001, Information technology — Security techniques — Information security
management systems — Requirements
ISO/IEC 27001 EREAR ZEHA FELXEEERE EXK
[6] ISO 28001, Security management systems for the supply chain — Best practices for
implementing supply chain security, assessments and plans — Requirements and guidance
[S028001 f L EEAR XHNELs. IHEMITN&RESLER ERMiEH
[7] ISO 28002, Security management systems for the supply chain — Development of resilience
in the supply chain — Requirements with guidance for use
1028002 Myt EEAR HYMPMNTR BRMERER
[8] ISO 28003, Security management systems for the supply chain — Requirements for bodies
providing audit and certification of supply chain security management systems
1028003 Hy#REEEAR HEEZEEERRFZAMEVAMHNZER
[9] ISO 28004-1, Security management systems for the supply chain — Guidelines for the
implementation of ISO 28000 — Part 1: General principles
IS0 28004-1 MHNHELLETRAR IS0 28000 LiEtsr 2 13y —AREREM
[10] ISO 28004-3, Security management systems for the supply chain — Guidelines for the
implementation of ISO 28000 — Part 3: Additional specific guidance for adopting ISO 28000 for

use by medium and small businesses (other than marine ports)

©1S0 2022 - All rights reserved WAL, RN 5T 45



ISO 28000:2022

IS0 28004-3 R iR £ EIEMAZK 150 28000 SLhtdE® 5 3 #B: H/hLEXKA IS0
28000 Y B N4 EFE R (B HBRIN
[11] ISO 28004-4, Security management systems for the supply chain —Guidelines for the
implementation of ISO 28000 — Part 4: Additional specific guidance on implementing ISO

28000 if compliance with ISO 28001 is a management objective

IS0 28004-4, % £ EIEMAR 15028000 LitfEr 2 4 &9 WFF& 15028001 &

ERAR, NXT 3L IS0 28000 AT INRA5EF
[12] ISO 31000, Risk management — Guidelines
[S0 31000 MEEE 457
[13] ISO 45001, Occupational health and safety management systems — Requirements with
guidance for use
IS0 45001 R R RL & EIRAER BREEMIEE
[14] ISO Guide 73, Risk management — Vocabulary
ISO #57 73 N EIE AiB

©1S0 2022 - All rights reserved WAL, RN 5T 46



ISO 28000:2022

This page deliberately left blank
IEFEEA

©1S0 2022 - All rights reserved WAL, RN 5T

47



	Foreword 前言
	Introduction 引言
	1 Scope范围
	2 Normative references规范性引用文件
	3 Terms and definitions 术语和定义
	4 Context of the organization 组织环境
	4.1 Understanding the organization and its context
	4.2 Understanding the needs and expectations of in
	4.2.1 General总则
	4.2.2 Legal, regulatory and other requirements 法律法
	4.2.3 Principles 原则

	4.3 Determining the scope of the security manageme
	4.4 Security management system 安全管理体系

	5 Leadership 领导作用
	5.1 Leadership and commitment 领导作用和承诺
	5.2 Security policy 安全方针
	5.2.1 Establishing the security policy 建立安全方针
	5.2.2 Security policy requirements 安全方针的要求

	5.3 Roles, responsibilities and authorities 岗位、职责和

	6 Planning 策划
	6.1 Actions to address risks and opportunities 应对风
	6.1.1 General 总则
	6.1.2 Determining security-related risks and ident
	6.1.3 Addressing security-related risks and exploi

	6.2 Security objectives and planning to achieve th
	6.2.1 Establishing security objectives 制定安全目标
	6.2.2 Determining security objectives 确定安全目标

	6.3 Planning of changes 变更的策划

	7 Support 支持
	7.1 Resources 资源
	7.2 Competence 能力
	7.3 Awareness意识
	7.4 Communication 沟通
	7.5 Documented information 成文信息
	7.5.1 General 总则
	7.5.2 Creating and updating documented information
	7.5.3 Control of documented information 成文信息的控制


	8 Operation 运行
	8.1 Operational planning and control 运行的策划和控制
	8.2 Identification of processes and activities 确定过
	8.3 Risk assessment and treatment 风险评估和处置
	8.4 Controls 控制措施
	8.5 Security strategies, procedures, processes and
	8.5.1 Identification and selection of strategies a
	8.5.2 Resource requirements 所需要求
	8.5.3 Implementation of treatments 处置的实施

	8.6 Security plans 安全计划
	8.6.1 General 总则
	8.6.2 Response structure 响应机制
	8.6.3 Warning and communication 预警和沟通
	8.6.4 Content of the security plans 安全计划的内容
	8.6.5 Recovery 恢复


	9 Performance evaluation 绩效评价
	9.1 Monitoring, measurement, analysis and evaluati
	9.2 Internal audit 内部审核
	9.2.1 General 总则
	9.2.2 Internal audit programme 内部审核方案

	9.3 Management review 管理评审
	9.3.1 General 总则
	9.3.2 Management review inputs 管理评审输入
	9.3.3 Management review results 管理评审结果


	10 Improvement 改进
	10.1 Continual improvement 持续改进
	10.2 Nonconformity and corrective action 不符合项和纠正措施

	Bibliography 参考文献



